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1. INTRODUCTION         

 

1. Criminals have responded to the anti-money laundering and countering the financing of terrorism 
measures taken by the traditional financial sector over the past decade and have sought other means to 
convert their proceeds of crime, or to mix them with legitimate income before they enter the banking 
system, thus making them harder to detect.  Professionals such as lawyers, notaries, other independent 
legal professionals and accountants who interface with the financial sector have frequently been used 
in some jurisdictions as a conduit for criminal property to enter the financial system.  The legal sector 
in Bermuda should be on guard to ensure that it is not used as such a conduit. 

 
2. In particular, criminals and money launderers will often try to exploit the services offered by lawyers, 

through the business of undertaking property and financial transactions, setting up corporate and trust 
structures and when acting as directors or trustees.  In addition, client accounts can provide a money 
launderer with a valuable, anonymous, route into the banking system. 

 
3. The inter-governmental agencies and international standard-setting bodies have recognized the access 

that professionals provide for their clients to financial services and products, and have extended the 
scope of the international standards and recommendations to cover lawyers and accountants – often 
referred to as ‘gatekeepers’.  As a well-regulated jurisdiction operating in the international financial 
arena, Bermuda has adopted the international standards to guard against money laundering and terrorist 
financing and has integrated the requirements into the legal and regulatory system. 

 
4. Lawyers are key professionals in the business and financial world, facilitating vital transactions that 

underpin Bermuda’s economy.  As such, they have a significant role to play in ensuring that their 
services are not used to further a criminal purpose.  As professionals, lawyers must act with integrity 
and uphold the law, and they must not engage in criminal activity. 

 
5. The continuing ability of Bermuda’s finance industry to attract legitimate clients with funds and assets 

that are clean and untainted by criminality depends, in large part, upon the Island’s reputation as a 
sound, well-regulated jurisdiction.  Any law firm in Bermuda that assists in laundering the proceeds of 
crime, or financing of terrorism, whether: 

 

• with knowledge or suspicion of the connection to crime; or 

• in certain circumstances, acting without regard to what it may be facilitating through the provision 
of its services, 

 
will face the loss of its reputation, risk disciplinary action and proceedings before the Supreme Court 
of Bermuda, damage the integrity of Bermuda’s professional and finance industry as a whole, and may 
risk prosecution for criminal offences. 
 

6. The primary legislation on money laundering and terrorist financing (the “money laundering 
legislation”) is: 

 

• The Proceeds of Crime Act 1997 

• Proceeds of Crime (Anti-Money Laundering and Anti-Terrorist Financing) Regulations 2008 

• Proceeds of Crime Regulations (Supervision and Enforcement) Act 2008 

• Anti-Terrorism (Financial and Other Measures) Act 2004 

• Financial Intelligence Agency Act 2007 

• The Terrorism (United Nations Measures)(Overseas Territories) Order 2001 

• The Al-Qa’ida and Taliban (United Nations Measures) (Overseas Territories) Order 2002 

• Proceeds of Crime Regulations (Bar Council Supervision) Act [2010] 

 

7. Law firms (and in this document, law firm includes a sole proprietor)  that  are  “Relevant Persons” 
pursuant to Regulation  2 of the Proceeds of Crime (Anti-Money Laundering and Anti-Terrorism 
Financing) Regulations 2008 (“AML/ATF Regulations”) must put in place systems and controls to 



 

 7 

guard against money laundering and terrorist financing in accordance with Bermuda’s  requirements 
and international standards. 

 
8. The international standards require that all Relevant Persons must be supervised by an appropriate anti-

money laundering supervisory authority.  Within Bermuda, the [Bermuda Bar Council (“the Bar 
Council”) has been designated as the relevant supervisory authority pursuant to Section 4 of the 
Proceeds of Crime Regulations (Supervision and Enforcement) Act 2008 for all law firms.] 

 
9. Every law firm in Bermuda must recognize the role that it must play in protecting itself, and its 

employees, from involvement in money laundering and terrorist financing, and also in protecting the 
Island’s reputation of probity.  This principle relates not only to business operations within Bermuda, 
but also operations conducted by Bermuda law firms outside the Island. 

 
1.1 DEFINITION OF LAWYERS UNDERTAKING SPECIFIED     

REGULATION 2 BUSINESS                     

       

10. Regulation 2 of the AML/ATF Regulations defines the relevant transactions and activity of 
independent professionals for the purposes of complying with anti-money laundering requirements in 
the Regulations as being: 

 

• the business of providing services as a professional legal adviser being a firm or sole practitioner in 
independent practice;  
 

•  who provides legal services to other persons when participating in financial or real property 
transactions concerning any of the following:   

 

• the buying and selling of  real property; 
 

• the managing of client money, securities or other assets; 
 

• the management of bank, savings or securities accounts; 
 

• the organisation of contributions necessary for the creation, operation or management of 
companies; or 
 

• the creation, operation or management of trusts, companies or similar structures. 
 

11. Barristers and attorneys employed by public authorities or undertakings which do not provide legal 
services to third parties are excluded from the definition. 

 
12. A person is defined as participating in a transaction by assisting in the planning or execution of the 

transaction, or otherwise acting for or on behalf of a client in the transaction. 
 

13. For the purpose of this Handbook, within the Regulatory Requirements and Guidance Notes (see 
Section 1.3 of this Handbook) lawyers who fall within the definition of independent professionals are 
referred to as “law firms” or “firms”.  Within the Proceeds of Crime Act 1997 and the references 
within this Handbook to the specific requirements of the Proceeds of Crime Act 1997 , all persons and 
businesses that fall within the scope of the Proceeds of Crime Act  and the AML/ATF Regulations are 
referred to as ‘Relevant Persons’. 

 
1.1.1 Activities covered by the Money Laundering Legislation      

    

14. The AML/ATF Regulations only applies to certain legal activities where there is a higher risk of 
money laundering occurring.  In terms of activities covered it should be noted that: 
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• managing client money is narrower than handling it; and 
 

• operating or managing a bank account is wider than simply opening a client account.  It would be 
likely to cover lawyers acting as a trustee, attorney or receiver. 

 
15. The following would not generally be regarded as participating in business falling within the services 

described in the definition of “independent professional” in Regulation 2 of the AML/ATF 
Regulations:   

 

• Payment on account of costs to a legal professional or payment of a lawyer’s bill. 

 

In respect of payments on account of costs, law firms should ensure that the payment is proportionate 
to the issue in respect of which the firm is asked to advise. 
 
In respect of payment of a lawyer’s bill, if payment is made out of the proceeds criminal conduct, this 
would constitute an offence under Section 45 of the Proceeds of Crime Act 1997 
 

• Provision of legal advice 

 
In relation to the provision of legal advice, a lawyer needs to consider whether they are providing legal 
advice or whether they are a lawyer participating in a transaction by assisting in its planning or its 
execution.  Ultimately, each case will have to be decided on its own facts and it is a matter for each 
firm to form a view. 
 
However, generally, the giving of generic advice, or advice specific to a transaction in terms of 
whether such a transaction is possible under Bermuda Law or what factors are taken into account in 
making such a transaction possible, will only constitute the giving of legal advice where the decision 
has not already been taken to proceed with the transaction. 
 
Where a decision is made to proceed with a transaction, drafting documentation to enable that 
transaction to proceed, or seeking information to advise further on the planning or execution of the 
transaction will fall within the scope of the AML/ATF Regulations. 
 

• Participation in litigation or a form of alternative dispute resolution. 

 

The following guidance should be taken into account: 
 

• in relation to litigation involving trusts where the proposed resolution includes a change in 
trusteeship or the application related to asking the Court to approve a future transaction, then 
the requirements of the AML/ATF may apply; 

• in respect of advising insolvency practitioners relating to individuals or entities, the 
requirements of the AML/ATF Regulations may apply; and 

• corporate transactions requiring Court approval, such as schemes of arrangement, are likely to 
be covered by the requirements of the AML/ATF Regulations. 

• Will writing, although firms should consider whether any accompanying taxation advice is 

covered. 

 
In relation to Will writing, any steps taken during the lifetime of the deponent of the Will to enable 
their wishes to be given effect to as recorded in the Will, may well fall within definition of section 2  
business in which case the requirements of the AML/ATF Regulations will apply. 
 

• Publicly funded work 
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Publicly funded work extends to individuals under the legal aid scheme, even if an individual may be 
required to make a contribution to the fees of the law firm. 
 

1.2 OBJECTIVES OF THIS HANDBOOK       

 
16. The objectives of this Handbook are as follows: 
 

• to outline the requirements of the Proceeds of Crime Act which applies to all persons (natural or 
legal) in Bermuda, all persons (natural or legal) operating from within the Island, and all 
companies and limited liability partnerships registered in Bermuda conducting activities in any 
part of the world; 

 

• to outline the requirements of the AML/ATF Regulations that supplements the above legislation 
by placing more detailed requirements on Relevant Persons; 

 

• to outline good practice for implementing the legal requirements; 
 

• to set out the Supervisory Authority’s requirements for law firms undertaking specified business 
as set out in Regulation 2 of the AML/ATF Regulations; 

 

• to outline good practice in developing systems and controls to prevent law firms from being used 
to facilitate money laundering and terrorist financing; 

 

• to provide a base from which individual law firms can design and implement systems and controls 
and tailor their own policies and procedures for the prevention and detection of money laundering 
and terrorist financing; 

 

• to ensure that Bermuda matches international standards to prevent and detect money laundering 
and the financing of terrorism; 

 

• to provide direction on applying the risk-based approach effectively; 
 

• to provide practical guidance on customer due diligence, including identification and verification 
of identity; and 

 

• to provide an information resource to be used in training and raising awareness of money 
laundering and terrorist financing. 

 
17. This Handbook is intended for use by senior management and compliance staff of a law firm to assist 

in the development of systems and controls, and detailed policies and procedures.  This Handbook is 
not intended to be used by law firms as an internal procedures manual. 

 
18. Where affiliated companies of law firms is an AML/ATF regulated financial institution as defined by 

Section 2 of the Proceeds of Crime Regulations (Supervision and Enforcement) Act 2008 reference 
should be made to the Guidance Notes for AML/ATF Regulated Financial Institutions issued by the 
Bermuda Monetary Authority when drawing up their policies and procedures for the prevention of and 
detection of money laundering and the financing of terrorism in respect of those regulated activities.  

 
 
1.3 STRUCTURE OF THIS HANDBOOK       

 

19. This Handbook is structured to take a two level approach: 
 

• Level One – Statutory Requirements describes the statutory requirements that must be adhered 
to by any person (natural or legal) when carrying on a relevant activity in relation to that activity.  
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Failure to follow a statutory requirement is a criminal offence and may also attract regulatory 
sanction. 

• Level Two – Regulatory Requirements set out how a Relevant Person must meet the statutory 
requirements.  Failure to follow level two may attract regulatory sanction1.  This level has an 
equivalent status to Codes of Practice issued by the Bermuda Monetary Authority under its 
supervisory legislation. 

 

20. The Guidance Notes, which accompany the two levels, present ways of complying with the Statutory 
Requirements (level one), and Regulatory Requirements (level two) and must always be read in 
conjunction with these requirements.  A Relevant Person may adopt their appropriate measures to 
those set out in the Guidance Notes, including policies and procedures established by a group, so long 
as it can demonstrate that such measures also achieve compliance with the Statutory and Regulatory 
Requirements. 

 
21. The provisions of the Statutory Requirements and of the Regulatory Requirements are described using 

the term must, indicating that these requirements are mandatory.  In contrast, the Guidance Notes use 
the term may, indicating ways in which the requirements may be satisfied, but allowing for alternative 
means of meeting the requirements.  References to must and may elsewhere in this Handbook should 
be similarly construed. 

 
22. In addition to the above levels, this handbook also contains overview text which provides some 

background information relevant to particular sections or subsections of this Handbook. 
 

23. This Handbook is not intended to provide an exhaustive list of systems and controls to counter money 
laundering and terrorist financing.  In complying with the Statutory and Regulatory Requirements, and 
in applying the Guidance Notes, a law firm should (where permitted) adopt an appropriate and 
intelligent risk based approach and should always consider what additional measures might be 
necessary to prevent its exploitation, and that of its products and services, by persons seeking either to 
launder money or to finance terrorism. 

 
24. The Statutory Requirements (level one) necessarily paraphrase provisions contained in the money 

laundering legislation and should always be read and understood in conjunction with the full text of 
each law.  This text is presented in italics, to distinguish the text, and contains hyperlinks to the 
relevant statutory provisions. 

 
1.4 LEGAL STATUS OF THIS HANDBOOK AND SANCTIONS FOR NON-COMPLIANCE 

                 

 
25. [This Handbook is issued by the Bar Council pursuant to its powers under section 5 of the Proceeds of 

Crime Regulations (Supervision and Enforcement) Act 2008 and [section 2 of the Proceeds of Crime 
Regulations (Bar Council Supervision) Act 2010] which anticipates that AML/ATF Regulations will 
be prescribed for persons carrying out relevant business.] 

 
26. Failure to comply with the Proceeds of Crime Regulations (Bar Council Supervision) Act is a criminal 

offence under [Section   ].  In determining whether a firm has complied with any of the requirements of 
the Proceeds of Crime Regulations (Bar Council Supervision) Act the Bar Council is, pursuant to 
[Section]  of the Proceeds of Crime Regulations (Bar Council Supervision) Act, required to take 
account of the guidance provided by this Handbook (for this purpose guidance will include the 
Regulatory Requirements of this Handbook in conjunction with the Guidance Notes), as amended from 
time to time. 
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27. The sanction for failing to comply with the Proceeds of Crime Regulations (Bar Council Supervision) 
Act may be a fine of up to [$500,000] or the revocation of the registration as a Relevant Person which 
will prevent the Relevant Person from providing regulated legal services, or both. 

 
28. Similarly, in determining whether a person has committed an offence under section 46 (2) of the 

Proceeds of Crime Act 1997 (the offence of failing to report), the Supreme Court is required to take 
account of the guidance provided by this Handbook.2  The sanction for failing to comply with section 
46(2) may be an unlimited fine or up to ten years imprisonment, or both. 

 
29. Nevertheless, this Handbook is not a substitute for the law and compliance with it is not of itself a 

defence to offences under the principal laws.  However, courts will generally have regard to regulatory 
guidance when considering the standards of a professional persons conduct and whether they acted 
reasonably, honestly, and appropriately, and took all reasonable steps and exercised necessary due 
diligence to avoid committing the offence. 

 
30. The consequences of non-compliance with this Handbook could include an investigation [by or on 

behalf of the Bar Council], the imposition of regulatory sanctions, and criminal prosecution of the law 
firm and its employees.  Regulatory sanctions include: 

 

• issuing a public statement; 

• imposing a registration condition; 

• imposing a direction and making this public; and 

• revocation of a registration; 
 

• Imposing a fine of up to [$500,000] 
 

31. The AML/ATF Regulations came into effect for law firms that are independent professionals pursuant 
to Regulation 2 on 1 January 2009. 

 
1.5 SCOPE OF PROCEEDS OF CRIME LEGISLATION  AND THIS HANDBOOK   
 
1.5.1 Application of this Handbook to lawyers conducting relevant business in Bermuda  

 

32. The AML/ATF Regulations apply to any law firm carrying out business falling within the services 
described in the definition of independent professional  in  Regulation 2 in, or from within, Bermuda.   

                                                 
 �!��	�
��"#��
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2. CORPORATE GOVERNANCE       

 

2.1 OVERVIEW OF SECTION         

 

1. Corporate governance is the system by which businesses are directed and controlled and the business 
risks managed.  For law firms, money laundering and terrorist financing are risks that must be 
managed in the same way as other business risks.  Under the general heading of corporate governance, 
this Section therefore considers: 

 

• senior management responsibilities for the prevention and detection of money laundering and the 
financing of terrorism; 

• requirements for risk management systems and controls, and for training; and 

• the appointment of a Compliance Officer (the “CO”) and Money Laundering Reporting Officer 
(“the “MLRO”). 

 
2. This Handbook describes the requirements for a law firm’s general framework of systems and controls 

to manage the risk of money laundering and terrorist financing, and refers to the way in which those 
systems and controls are to be implemented into the day-to-day operation of the business as policies 
and procedures. 

 
 

2.2 OBLIGATION TO HAVE PROCEDURES AND CONTROLS      

 

 
 
2.3 SENIOR MANAGEMENT RESPONSIBILITIES      

 

 OVERVIEW          

 
5. The key responsibilities of senior management, set out in further detail below, are to: 
 

• identify the firm’s money laundering and terrorist financing risks; 

• ensure that its systems and controls are appropriately designed and implemented to manage those 
risks; and 

STATUTORY REQUIREMENTS 

3.  In accordance with Regulation 16  of the  AML/ATF Regulations  a Relevant Person must establish and 

maintain  appropriate and risk sensitive policies and procedures relating to – 

(a) customer due diligence measures and ongoing monitoring; 

(b) reporting; 

(c) recordkeeping; 

(d) internal control; 

(e) risk assessment and management; 

(f) monitoring and management of compliance with and the internal communication of such policies 

and procedures in order to prevent activities related to money laundering and terrorist financing. 

4.  [[Section 12 of the Proceeds of Crime Regulations (Bar Council Supervision) Act 2010] enables Bar Council 
to prescribe by Order the procedures that must be put in place by a Relevant Person.  These procedures 
are established in the AML/ATF Regulations.] 
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• ensure that sufficient resources are devoted to achieving these objectives. 
 

6. Senior management is assisted in fulfilling these responsibilities by a CO and MLRO.  Larger or more 
complex firms may also require dedicated risk and internal audit functions to assist in the assessment 
and management of money laundering and terrorist financing risk. 

 

 REGULATORY REQUIREMENTS        

 
11. Senior Management must establish a formal strategy to counter money laundering and terrorist 

financing.  For a Bermuda law firm forming part of a group operating outside the Island, that strategy 
must protect both its global reputation and its Bermuda business. 

 
12. The firm must conduct and document a business risk assessment.  In particular, senior management 

must consider, on an ongoing basis, the extent of its exposure to risks by reference to its organisational 
structure, its clients, the jurisdictions with which its clients are connected, its range of services, and 
how it delivers those services.  The firm’s assessment must be kept up to date.  (Guidance on 
conducting the business risk assessment is set out in Section 3 of this Handbook). 

 
13. Senior management must record the results of its business risk assessment and keep the assessment 

under review. 
 
14. Taking into account the conclusions of the business risk assessment, senior management must organise 

and control the firm’s affairs effectively and be able to demonstrate the existence of adequate risk 
management systems and controls (including policies and procedures) to counter money laundering 
and terrorist financing. 

 
15. Senior management must oversee both the effectiveness of, and compliance with, risk management 

systems and controls and take prompt action necessary to address any deficiencies. 
 
16. Senior management must consider what barriers (including cultural barriers) exist to prevent the 

operation of effective systems and controls to counter money laundering and the financing of 
terrorism, and must take effective measures to address them. 

 
17. Senior management must notify the [Bar Council’s] AML Officer immediately in writing of any 

material failures to comply with the requirements of the AML/ATF Regulations, the  Proceeds of 
Crime Regulations (Bar Council Supervision) Act 2010 or this Handbook.    

 

STATUTORY REQUIREMENTS 

7.    Regulation 16 of the AML/ATF Regulations requires a Relevant Person to establish and maintain 

procedures of internal control and communication as may be appropriate for the purposes of 

forestalling, detecting and preventing money laundering. 

8.   Regulation 18 of the  AML/ATF Regulations requires a Relevant Person to take appropriate measures so 

that all relevant employees are  

(a)  Made aware of the law relating to money laundering and terrorist financing and  

(b) Regularly given training in how to recognize and deal with transactions which may be related 

to money laundering or terrorist financing.  

9. Regulation 7  of the  AML/ATF Regulations requires a Relevant  Person to    conduct ongoing 

monitoring of a business relationship; 

10.  Regulation 17 of the  AML/ATF Regulations requires that a Relevant Person appoints a  MLRO.  
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2.3.1  Systems, controls, training and awareness        

 
18. A law firm must establish and maintain systems and controls to prevent and detect money laundering 

and terrorist financing, that enable the business to: 
 

• apply appropriate client due diligence (“CDD”) policies and procedures that take into account 
vulnerabilities and risk (in line with Sections 4, 5, and 6 of this Handbook), which must include: 

• the development of clear client acceptance policies and procedures; and 

• indentifying and verifying the identity of the applicant for business; 
 

• monitor and review instances where exemptions are granted to policies and procedures, or where 
controls are overridden; report to the Financial Intelligence Agency when it knows, suspects or has 
reasonable grounds to know or suspect that another person is involved in money laundering or 
terrorist financing, including attempted transactions (in line with Section 8 of this Handbook); 

• ensure that relevant employees are adequately screened when they are initially employed, aware of 
the risks of becoming concerned in arrangements involving criminal money and terrorist 
financing, aware of their personal obligations and internal policies and procedures concerning 
measures to combat money laundering and terrorist financing, and provided with training (in line 
with Section 9 of this Handbook); 

• keep records (in line with Section 10 of this Handbook); 

• liaise closely with the [Bar Council] and the FIA on matters concerning vigilance, systems and 
controls; and  

• monitor compliance by overseas branches and subsidiaries with policies and procedures. 

19. In maintaining the required systems and controls, a firm must ensure that the systems and controls are 
implemented and operating effectively. 

 
20. Senior management must ensure that systems and procedures are in place, or take appropriate 

measures to guard against the use of technological developments in money laundering or terrorist 
financing schemes.  

 
21. A firm must also have policies and procedures in place to address specific risks associated with non-

face to face business relationships or transactions, which should be applied when conducting due 
diligence procedures. 

GUIDANCE NOTES         

22. Whilst the Proceeds of Crime Regulations (Bar Council Supervision) Act 2010 and consequently this 
Handbook, only brings within its scope the relevant business of law firms as specified in Regulation 2 
of the AML/ATF Regulations, the primary money laundering legislation and the general offences and 
penalties cover all persons and all business activities within Bermuda. Consequently, law firms 
undertaking a significant proportion of business under Regulation 2 may wish to consider applying the 
systems and controls to counter money laundering and terrorist financing across the whole of their 
business activities.  

 

2.3.2 Oversight of the effectiveness of systems and controls      
 
GUIDANCE NOTES         

23. For systems and controls (including policies and procedures) to be effective, they will need to be both 
appropriate to the circumstances of the firm and complied with.  
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24. It is the responsibility of senior management to ensure that the systems and controls implemented by a 
firm are effective. Whilst it is the responsibility of senior management to reach an independent 
conclusion, senior management may wish to use the CO and MLRO to provide information and advice 
to assist them in assessing the effectiveness of the business’ systems and controls. Alternatively, 
independent assessments could be commissioned from time to time from external experts. Larger or 
more complex firms may require separate risk management and internal audit functions to assist in the 
assessment and management of risk.  

25. The level of internal controls and the extent to which monitoring needs to take place will be affected 
by: 

• the firm’s size; 

• the nature and scale of its practice; and  

• its overall risk profile.  

26. Issues which may be covered in an internal controls system include: 

• the level of personnel permitted to exercise discretion on the risk-based application of regulations, 
and under what circumstances; 

 

• CDD requirements to be met for simplified, standard and enhanced due diligence; 
 

• when outsourcing of CDD obligations or reliance on third parties will be permitted, and on what 
conditions; 

 

• how the firm will restrict work being conducted on a file where CDD has not been completed; 
 

• the circumstances in which delayed CDD is permitted; 
 

• when cash payments will be accepted; 
 

• when payments will be accepted from or made to third parties; 
 

• the manner in which disclosures are to be made to the MLRO; and 

• the firm’s policy for applying legal professional privilege (see Section 7 of this Handbook). 

27. Senior management may demonstrate that it has considered the effectiveness of the firm’s risk 
management systems and controls where it, for example :  

• receives regular and timely information relevant to the management of the firm’s laundering and 
terrorist financing risks; 

• considers the adequacy of the management of the firm’s money laundering and terrorist financing 
risks; 

• monitors the ongoing competence and effectiveness of the CO and the MLRO; 

• considers the adequacy of resources to ensure effective compliance with the money laundering 
legislation and the Proceeds of Crime Regulations (Bar Council Supervision) Act 2010 and by 
extension, also this Handbook; 

• periodically reviews the adequacy of policies and procedures for higher risk clients; 

• considers the adequacy of policies and procedures in place where CDD information and 
documentation is held by third parties such as group entities, outsourcing service providers, 
introducers and intermediaries; 

• considers whether the incidence of suspicious activity reports (or absence of such reports) has 
highlighted any deficiencies in the firm’s CDD, monitoring or internal or external suspicious 
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activity reporting policies and procedures, and whether changes are required to address any such 
deficiencies; 

• takes into account changes made or proposed in respect of new legislation, regulatory 
requirements or guidance, or as a result of changes in business activities; and  

• whether inquiries have been made by the FIA, or production orders received, without issues 
having previously being identified by CDD or reporting policies and procedures. 

 

2.3.3 Monitoring Compliance         

 
GUIDANCE NOTES         

28. Monitoring compliance will assist a firm to assess whether the policies and procedures that have been 
implemented are effective in managing the risk of money laundering and terrorist financing. 

29. Procedures to be undertaken to monitor compliance may involve: 

• random file audits; 

• file checklists to be completed before opening or closing a file; 

• an MLRO’s log of situations brought to their attention including queries from staff and reports 
made; 

• how the firm rectifies lack of compliance, when identified; or  

• how lessons learnt will be communicated back to staff and fed back into the risk profile of the 
firm. 

30. Senior management may demonstrate that it has addressed compliance where it periodically 
commissions and considers a report from the CO that covers compliance for the firm with the Proceeds 
of Crime Regulations (Bar Council Supervision) Act 2010, the AML/ATF Regulations, and this 
Handbook, and records and retains the report. The frequency of such reports should be determined by 
its business risk assessment and consideration of cultural barriers. 

31. Areas which the periodic report may cover include: 

• the means by which compliance with the firm’s systems and controls have been monitored and 
tested; 

• compliance deficiencies identified and details of action taken or proposed to address any such 
deficiencies; 

• the number and scope of exemptions granted to the firm’s policies and procedures; 

• the number of internal suspicious activity reports received and the number of subsequent external 
suspicious activity reports submitted to the FIA, by business area, if appropriate; 

• information concerning the training programme e.g. which employees have received training, the 
methods of training and the nature of any significant issues arising from the training; 

• actions taken in response to notices highlighting jurisdictions which do not or insufficiently apply 
the FATF Recommendations or which are the subject of international counter measures, and the 
measures taken to manage and monitor business relationships connected with such jurisdictions; 
and 

• actions taken to comply with terrorist and financial sanctions legislation. 

32. To assist the CO in preparing the report, a firm may wish to provide the CO with support from its 
internal audit or compliance function, as appropriate, or to use external resources. 
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2.3.4 Consideration of cultural barriers        

 
OVERVIEW          

33. The implementation of systems and controls for the prevention and detection of money laundering and 
the financing of terrorism does not obviate the need for a firm to address cultural barriers that can 
prevent effective control. Human factors, such as the inter-relationships between different employees 
within a firm, and between employees and clients, can result in the creation of damaging barriers. 

34. Unlike systems and controls, the prevailing culture of an organisation is intangible. As a result, its 
impact on the firm can sometimes be difficult to measure.  
 
GUIDANCE NOTES         

35. The risk that cultural barriers might prevent the operation of effective systems and controls to prevent 
and detect money laundering and the financing of terrorism may be minimized by senior management 
considering the prevalence of the following factors: 

• an assumption on the part of more junior employees that their concerns or suspicions are of no 
consequence; 

• negative handling by partners or fee earners of queries raised by more junior employees regarding 
unusual, complex or higher risk activity and transactions; 

• an unwillingness on the part of fee earners or other employees to subject high value (and therefore 
important) clients to effective CDD checks; 

• pressure applied by senior management or fee earners outside Bermuda upon employees in 
Bermuda to transact without first conducting all relevant CDD; 

• excessive pressure applied on fee earners to meet aggressive revenue-based targets, or where 
employee or fee earner remuneration or bonus schemes are exclusively linked to revenue-based 
targets; 

• the familiarity of fee earners or other employees with certain clients resulting in unusual, complex, 
or higher risk activity and transactions within such relationships not being identified as such; 

• the inability of employees to understand the commercial rationale for client relationships, resulting 
in a failure to identify non-commercial and therefore potential money laundering and terrorist 
financing activity; 

• a tendency for management to discourage employees from raising concerns due to lack of time 
and/or resources, preventing any such concerns from being addressed satisfactorily; 

• an excessive desire on the part of employees to provide a confidential and efficient client service; 
and 

• non-attendance of partners or other members of management at anti-money laundering and 
terrorist financing training sessions on the basis of mistaken belief that they cannot learn anything 
new or because they have too many other competing demands on their time. 

2.3.5 Outsourcing           

 
OVERVIEW          

36. In all instances of outsourcing, it is the delegating business that bears the ultimate responsibility for the 
duties undertaken in its name. This will include the requirement to ensure that the third party has in 
place satisfactory systems and controls and to ensure that those systems and controls are kept up to 
date to reflect changes in requirements. 

37. Depending on the nature and size of a firm, the roles of CO and MLRO may require additional support 
and resources. Where a firm elects to bring in additional support, or to delegate areas of the CO or 
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MLRO functions to third parties, the CO or MLRO will remain directly responsible for the respective 
roles, and senior management will remain responsible for overall compliance with the money 
laundering legislation and by extension, also this Handbook. 

REGULATORY REQUIREMENTS        

38. A firm must consider the effect that outsourcing has on money laundering and terrorist financing risk, 
in particular where a CO or MLRO is provided with additional support from third parties, either from 
within group or externally. 

39. A firm must assess possible money laundering or terrorist financing risk associated with outsourced 
functions, record its assessment, and monitor any risk on an ongoing basis. 

40. Where an outsourced activity is a financial service or  business regulated by Regulation 2 of the 
AML/ATF Regulations, then a firm must ensure that the provider of the outsourced services has in 
place procedures that are consistent with those required under the AML/ATF Regulations, and, by 
association, this Handbook. 

41. In particular, a firm must ensure that knowledge, suspicion, or reasonable grounds for knowledge or 
suspicion of money laundering or terrorist financing activity are reported by the third party to the 
firm’s MLRO (or deputy MLRO). 

 

2.4 THE MONEY LAUNDERING REPORTING OFFICER (“MLRO”)    
 
OVERVIEW          

42. Whilst the AML/ATF Regulations, requires one individual to be appointed as MLRO, it recognises 
that, given the size and complexity of operations of many firms, it may be appropriate to designate 
additional persons (“deputy MLROs”) to whom suspicious activity reports may also be made. 

 

 

REGULATORY REQUIREMENTS       

45.  A firm must ensure that the MLRO: 

• is employed by the firm; 

• is based in Bermuda; 

• has sufficient experience and skills; 

• has appropriate independence; 

• has a sufficient level of seniority and authority within the business; 

STATUTORY REQUIREMENTS 

    43. Regulation 17 of the AML/ATF Regulations, requires a firm to appoint a MLRO.  The same person may 

be appointed as both CO and MLRO. 

  44.  Regulation 17 provides that procedures must be established and maintained which allow the MLRO and 

any deputy MLROs to have access to all relevant information which may be of assistance to them when 

considering a suspicious activity report.  

 The provisions of Regulation 17(1) however do not apply to sole practitioners 
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• has sufficient resources, including sufficient time, and (if appropriate) is supported by deputy 
MLROs; 

• is able to raise issues directly with senior management; 

• maintains a record of all enquiries received from law enforcement authorities and records relating 
to all internal and external suspicious activity reports (see Section 8 of this Handbook); 

• is fully aware of both their and the business’ obligations under the money laundering legislation 
and the Proceeds of Crime Regulations (Bar Council Supervision) Act 2010 and by extension, also 
this Handbook); 

• ensures that relationships are managed effectively post disclosure to avoid tipping-off any third 
parties; and 

• acts as the liaison point with the Bar Council and the FIA and in any other third party enquiries in 
relation to money laundering or terrorist financing. 

46.  Where a firm has appointed one or more deputy MLROs, it must ensure that the requirements set out 
above for the MLRO are also applied to any deputy MLROs. 

47.  Where a firm has appointed one or more deputy MLROs, it must ensure that the MLRO: 

• keeps a record of all deputy MLROs; 

• provides support to and routinely monitors the performance of any deputy MLROs; and 

• ensures that suspicious activity reports are considered and determined in an appropriate and 
consistent manner. 

48.  In the event that the position of MLRO is expected to fall vacant, to comply with the statutory 
requirement to have an individual appointed to the office of MLRO at all times, a firm must take action 
to appoint an appropriate member of senior management to the position on a temporary basis. 

49.  If temporary circumstances arise where a firm has a limited or inexperienced reporting resource, the 
firm must ensure that this resource is supported as necessary.  

GUIDANCE NOTES         

50. A firm may demonstrate routine monitoring of the performance of any deputy MLROs by requiring the 
MLRO to review: 

• samples of records containing internal suspicious activity reports and supporting information and 
documentation; 

• decisions of the deputy MLRO concerning whether to make an external suspicious activity report; 
and 

• the bases for decisions taken. 
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3.  RISK-BASED APPROACH       

 

3.1 OVERVIEW OF SECTION         

 

1. The possibility of being used to assist with money laundering and terrorist financing poses many risks 
for law firms including:  

• criminal and disciplinary sanctions for firms and for individual lawyers; 

• civil action against the firm as a whole and against individual partners; and 

• damage to reputation leading to loss of business. 

2. These risks must be identified, assessed and mitigated in the same way as for all business risks faced 
by a firm. 

3. To assist the overall objective to prevent money laundering and terrorist financing, the Proceeds of 
Crime Regulations (Bar Council Supervision) Act 2010 and this Handbook adopt a risk-based 
approach. Such an approach: 

• recognises that the money laundering and terrorist financing threats to a firm vary across clients, 
jurisdictions, services and delivery channels; 

• allows a firm to differentiate between clients in a way that matches risk in a particular business; 

• while establishing minimum standards, allows a firm to apply its own approach to systems and 
controls, and other arrangements in particular circumstances; and 

• helps to produce a more cost effective system. 

4. Nevertheless, it must be accepted that applying the risk-based approach will vary between firms and 
may not provide a level playing field. 

5. Section 2.3. of this Handbook requires a firm to conduct (and keep up to date) a business risk 
assessment, which considers the business’ activities and structure and concludes on the firm’s exposure 
to money laundering and terrorist financing risk. Section 2.3 also requires a firm to use the outcome of 
this business risk assessment in the development of appropriate risk management systems and controls, 
and the firm’s policies and procedures. 

6. In particular, Section 2.3 requires a firm to develop CDD procedures that take into account risk, and to 
apply enhanced CDD procedures to higher risk client relationships. Simplified due diligence can also 
be applied in circumstances where the money laundering risk is considered to be at its lowest (see 
Section 4 of this Handbook). 

7. Firms can decide for themselves how to carry out their risk assessment, which may be simple or 
sophisticated depending on the nature of the firm and its business. Where the business is simple, 
involving few services or areas of law, with most clients falling into similar categories, a simple 
approach may be appropriate for most clients, with the focus being on those clients that fall outside the 
norm. 

8. System and controls will not detect and prevent all money laundering or terrorist financing. A risk-
based approach will, however, serve to balance the cost burden placed on individual firms and on their 
clients with a realistic assessment of the threat of a firm being used in connection with money 
laundering or terrorist financing by focusing effort where it is needed and has most impact.  

9. An effective and documented risk-based approach will enable a firm to justify its position on managing 
money laundering and terrorist risks to law enforcement, the courts, regulators and supervisory bodies. 



 

 21 

 
11. The risk-based approach does not apply to reporting suspicious activity.  

The Proceeds of Crime Act 1997 , and the Anti-Terrorism (Financial and Other Measures) Act 2004 
lay down specific legal requirements not to engage in certain activities and to make reports of 
suspicious activities once a suspicion is held. (See Section 8 of this Handbook). The risk-based 
approach does however apply to ongoing monitoring of clients and retainers which enables firms to 
identify suspicions.  

 
3.2 BUSINESS RISK ASSESSMENT        

 
REGULATORY REQUIREMENTS       

12. The firm must conduct and document a business risk assessment. In particular, senior management 
must consider, on an ongoing basis the extent of its exposure to risks by reference to its organisational 
structure, its clients, the jurisdictions with which its clients are connected, its services, and how it 
delivers those services. The firm’s assessment must be kept up to date.  

13. Taking into account the conclusions of the business risk assessment, senior management must organize 
and control its affairs effectively and be able to demonstrate the existence of adequate risk 
management systems and controls.  

GUIDANCE NOTES        

14. A firm may extend its existing risk management systems to address money laundering and terrorist 
financing risks. The detail and sophistication of these systems will depend on the firm’s size and the 
complexity of the business it undertakes. Ways of incorporating a firms business risk assessment will 
be governed by the size of the firm and how regularly compliance staff and senior management are 
involved in day-to-day activities.  

 
15. The business risk assessment will depend on the firm’s size, type of clients and the practice area it 

engages in. Firms should consider the following factors: 
 

• Client Geography – A firm’s client geographical diversity can affect the risk of money 
laundering or terrorist financing. Factors which may vary the risk level include whether a firm: 

• acts for politically exposed persons (“PEPs”); 

• acts for clients without meeting them; 

• practices in locations with high levels of acquisitive crime, or for clients who have 
convictions for acquisitive crimes, which increases the likelihood the client may possess 
criminal property; 

• acts for clients affiliated to countries with high levels of corruption or organized crime, or 
where terrorist organisations operate, or countries with inadequate frameworks to prevent 
and detect money laundering and the financing of terrorism; 

• acts for entities that have complex ownership structures; and 

• is, or is not, easily able to obtain details of beneficial owners of its clients. 

STATUTORY REQUIREMENTS 

10.    Regulation 6 (3) of the AML/ATF Regulations requires the policies that are maintained to be appropriate, 

having regard to the degree of risk of money laundering, taking into account the type of clients, business 

relationships, products or transactions with which the Relevant Person’s business is concerned. 
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• Services and areas of law – Some services and areas of law provide greater opportunities to 
facilitate money laundering or terrorist financing. For example: 

• complicated financial or property transactions; 

• providing assistance in setting up trusts or company structures which could be used to 
obscure ownership of property; 

• payments that are made to, or received from, third parties; 

• payments made by cash; and 

• transactions with a cross-border element. 

16. A firm may demonstrate that it has considered the business’ exposure to money laundering and 
terrorist financing risk by: 

 

• involving all members of senior management in determining the risks posed by money laundering 
and terrorist financing within those areas for which they have responsibility; 

• considering organisational factors that may increase the level of exposure to the risk of money 
laundering and terrorist financing, e.g. business volumes and outsourced aspects of regulated 
activities or compliance functions; 

• considering the nature, scale and complexity of its business, the diversity of its operations 
(including geographical diversity), the volume and size of its transactions, and the degree of risk 
associated with each area of its operation; 

• considering who its clients are and what they do; 

• considering whether any additional risks are posed by the jurisdictions with which the firm or its 
clients (including intermediaries and introducers) are connected; and 

• considering the characteristics of the services and areas of law that it offers and assessing the 
associated vulnerabilities posed by each service or area, including delivery channels. For example: 

• the use of third parties such as group entities, introducers and intermediaries to conduct 
elements of the CDD process; 

• assessing how legal entities and structures might be used to mask the identities of the 
underlying beneficial owners; or 

• considering how the firm establishes and delivers services to its clients. For example, risks are 
likely to be greater whether relationships may be established remotely (non face-to-face). 

17. Senior management must record and retain its business risk assessment. An annual, formal 
reassessment might be appropriate for a dynamic, growing business, but too often in some other cases, 
e.g. a smaller well-established business. 

 
3.3 ASSESSING SERVICE AREA VULNERABILITIES AND WARNING SIGNS   

 
OVERVIEW          

18. As part of their business risk assessment, firms are required to assess their service area risks. This 
service area risk assessment must also be reflected when undertaking a client risk assessment and firms 
must also take steps to be aware of transactions with heightened money laundering risks.  
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GUIDANCE NOTES         

19. The following sub-sections set out some key legal service area vulnerabilities drawn from FATF and 
law enforcement guidance and case studies, and some key warning signs that have been drawn up by 
the Law Society for England and Wales, as an indication of service area vulnerabilities. Further factors 
to consider when evaluating the risks posed by clients and service areas are set out in Section 4.3.4 of 
this Handbook. 

 

3.3.1 Use of client accounts         

 

20. Lawyers should not provide a banking service for their clients. However, it can be difficult to draw a 
distinction between holding client money for a legitimate transaction and acting more like a bank. For 
example, when the proceeds of a sale are left with a firm to make payments, these payments may be to 
mainstream lending companies, but these may also be to more obscure recipients, including private 
individuals, whose identity is difficult or impossible to check. 

 
21. The following situations could give rise to cause for concern: 
 

• a client deposits funds into a firm’s client account, but then ends the transaction for no apparent 
reason; 

• a client advises that funds are coming from one source and at the last minute the source changes; 
or 

• a client unexpectedly requests that money received into a firm’s client account be sent back to its 
source, to the client or to a third party. 

22. Firms should think carefully before disclosing client account details as this allows money to be 
deposited into a client account without the firm’s knowledge. If it is necessary to provide account 
details, firms should ask the client where the funds will be coming from. Will it be an account in their 
name, from Bermuda or another jurisdiction? Firms should consider whether they are prepared to 
accept funds from any source they are concerned about.  

 
23. Circulation of client account details should be kept to a minimum.  Clients should be discouraged from 

passing the details on to third parties and should be asked to use the account details only for previously 
agreed purposes. 

 
 

3.3.2 Establish a policy on handling cash        

 

24. It is good practice to establish a policy of not accepting cash payments above a certain limit either at 
the firm’s office or into the firm’s bank account. Clients may attempt to circumvent such a policy by 
depositing cash directly into a client account at a bank. Firms may consider advising clients in such 
circumstances that they might encounter a delay in completion of the final transaction. Avoid 
disclosing client account details as far as possible and make it clear that electronic transfer of funds is 
expected. 

3.3.3 Source of funds          

 

25. Accounts staff should monitor whether funds are from credible sources. For example, it is reasonable 
for monies to be received from a company if your client is a director of that company and has the 
authority to use company money for the transaction. 

26. However, if funding is from a source other than a client, firms may need to make further enquiries, 
especially if the client has not advised what they intend to do with the funds before depositing them 
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into the firm’s account. If it is decided to accept funds from a third party, perhaps because time is 
short, firms should ask how and why the third party is helping with the funding.  

27. Enquiries do not need to be made into every source of funding from other parties. However firms must 
always be alert to warning signs and in some cases will need to seek more information. 

28. In some circumstances, cleared funds will be essential for transactions and clients may want to provide 
cash to meet a completion deadline. Firms should assess the risk in these cases and ask more questions 
if necessary.  

3.3.4 Private client work – Administration of estates      

29. A deceased person’s estate is very unlikely to be actively utilised by criminals as a means for 
laundering their funds; however, there is still a low risk of money laundering for those working in this 
area. 

30. When winding up an estate, there is no blanket requirement that firms should be satisfied about the 
history of all the funds which make up the estate under administration; however firms should be aware 
of the factors which can increase money laundering risks and consider the following: 

• where estate assets have been earned in a foreign jurisdiction, firms should be aware of the wide 
definition of criminal conduct in the Proceeds of Crime Act; and 

• where estate assets have been earned or are located in a higher risk territory, firms may need to 
make further checks about the source of those funds. 

31. Firms should be alert from the outset and monitor throughout so that any disclosure can be considered 
as soon as knowledge or suspicion if formed and problems of delayed consent are avoided (see Section 
8.5 of this Handbook). 

 
32. Firms should bear in mind that an estate may include criminal property. An extreme example would be 

where the firm knows or suspects that the deceased person was accused or convicted of acquisitive 
criminal conduct during their lifetime. 

33. If firms know, or suspect that the deceased person improperly claimed benefits/allowances or had 
evaded the due payment of taxes during their lifetime, criminal property will be included in the estate 
and so a money laundering disclosure may be required. 

 
34. Relevant local laws will apply before assets can be released. For example, a grant of probate will 

normally be required before UK assets can be released. Firms should remain alert to warning signs, for 
example if the deceased or their business interests are based in a higher risk jurisdiction. 

 
35. If the deceased person is from another jurisdiction and a lawyer is dealing with the matter in the home 

country, firms may find it helpful to ask that person for information about the deceased to gain some 
assurances that there are no suspicious circumstances surrounding the estate. The issue of the tax 
payable on the estate may depend on the jurisdiction concerned. 

 
3.3.5 Charities           

 

36. While the majority of charities are used for legitimate reasons, they can be used as money 
laundering/terrorist financing vehicles. 

 
37. Firms acting for charities should consider its purpose and the organisations it is aligned with. If money 

is being received on the charity’s behalf from an individual or a company donor, or a bequest from an 
estate, firms should be alert to unusual circumstances including large sums of money. 
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3.3.6 Property transactions         

 

38. Criminal conduct generates huge amounts of illicit capital and these criminal proceeds need to be 
integrated into personal lifestyles and business operations.  The Police advise that property purchases 
are one of the most frequently identified methods of laundering money. Property can be used either as 
a vehicle for laundering money or as a means of investing laundered funds. 

 
39. Criminals will buy property both for their own use, e.g. as principal residencies or second homes, 

business or warehouse premises and as investment vehicles to provide additional income.  

40. The purchase of real estate is commonly used as part of the last stage of money laundering. Such a 
purchase offers the criminal an investment which gives the appearance of financial stability. The 
purchase of a restaurant or hotel, for example, offers particular advantages, as it is often a cash-
intensive business, which is the preferred currency of the criminals. Retail businesses provide a good 
front for criminal funds where legitimate earnings can be used as a front for the proceeds of crime. 

 
3.3.6.1 Criminal use of conveyancing services       

 

41. Law enforcement advises that of all the services offered by legal practitioners, conveyancing is the 
most utilised function by criminal groups. Conveyancing is a comparatively easy and efficient means 
to launder money with relatively large amounts of criminal monies ‘cleaned’ in one transaction. In a 
stable or rising property market, the launderer will incur no financial loss except fees. Conveyancing 
transactions can also be attractive to money launderers who are attempting to disguise the audit trail of 
the proceeds of their crimes. As the property itself can be ‘criminal property’ for the purposes of the 
Proceeds of Crime Act, lawyers can still be involved in money laundering even if no money changes 
hands. 

 
42. Corrupt lawyers may employ trainees to perform the conveyancing work from criminal groups, thereby 

distancing themselves from the criminal aspect of the business. Conveyancers should also be alert to 
instructions which are a deliberate attempt to avoid assets being dealt within the way intended by the 
court or through the usual legal process. For example, lawyers may sometimes suspect that instructions 
are being given to avoid the property forming part of a bankruptcy, or forming part of assets subject to 
confiscation. 

 
3.3.6.2 Ownership issues          

 

43. Properties owned by nominee companies or multiple owners may be used as money laundering 
vehicles to disguise the true owner and /or confuse the audit trail. Firms should be alert to sudden or 
unexplained changes in ownership. 

 
44. One form of laundering, known as flipping, involves a property purchase, often using someone else’s 

identity. The property is then quickly sold for a much higher price to the same buyer using another 
identity. The proceeds of crime are mixed with mortgage funds for the purchase. This process may be 
repeated several times. 

 
45. Another potential cause for concern is where a third party is providing the funding for a purchase, but 

the property is being registered in someone else’s name. There may be legitimate reasons for this, such 
as a family arrangement, but firms should be alert to the possibility of being misled about the true 
ownership of the property. Further CDD measures should be undertaken on the person providing the 
funding. 
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3.3.6.3 Methods of funding          

 

46. Many properties are bought with a combination of deposit, mortgage and/or equity from a current 
property. Usually, the lawyer acting for the purchaser will have information about how the client 
intends to fund the transaction. Lawyers should expect to be updated if those details change, for 
example, if a mortgage falls through and new funding is obtained. 

 
47. Firms should remember that payments made through the mainstream banking system are not 

guaranteed to be clean. 
 
48. Transactions that do not involve a mortgage or are not being financed wholly from the sale of a 

previous property have a higher risk of being fraudulent. Firms should be alert for large payments from 
private funds, especially if the client receives payments from a number of individuals or sources. If 
concerns arise: 

 

• the client should be asked to explain the source of funds. Firms should assess whether the 
explanation appears to be valid - e.g. the money has been received from an inheritance; 

• ensure that the client is the beneficial owner of the funds being used in the purchase. 

49. Third parties often assist with purchases and firms may be asked to receive funds directly from third 
parties, for example relatives often assist first time buyers. Consideration will need to be given as to 
the extent of due diligence that needs to be undertaken on those third parties. Firms should consider 
whether there are any obvious warning signs and what needs to be known about: 

 

• the client; 

• the third party; 

• their relationship; and 

• the proportion of the funding being provided by the third party. 

50. Firms should consider their obligations to the lender in these circumstances – firms are normally 
required to advise lenders if the buyers are not funding the balance of the price from their own 
resources. 

 
3.3.6.4 Valuations           

  

51. An unusual sale price can be an indicator of money laundering. Whilst lawyers acting in a property 
sale are not required to get independent valuations, if a firm becomes aware of a significant 
discrepancy between the sale price and what a property would reasonably be asked to sell for, 
consideration should be given to asking more questions. 

 
52. Properties may also be sold below the market value to an associate, with a view to obscuring the title to 

the property which the original owner still maintains the beneficial ownership. 
 

3.3.6.5 Mortgage fraud          

 

53. A firm may discover or suspect that a client is attempting to mislead a lender client to improperly 
inflate a mortgage advance – for example, by misrepresenting the borrower’s income or because the 
seller and buyer are conspiring to overstate the sale price. Transactions which are not at arm’s length 
may warrant particular consideration. However, until the improperly obtained mortgage advance is 
received, there is not any criminal property for the purposes of disclosure to the FIA. 
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54. If a firm suspects that a client is making a misrepresentation to a mortgage lender, the firm must either 
dissuade them from doing so or consider the ethical implications of continuing with the retainer. Even 
if a firm no longer acts for the client, it may still be under a duty to advise the mortgage lender. 

 
55. Large scale mortgage fraud is more sophisticated and will normally involve several properties. It may 

be committed by criminal groups or by individuals. The buy-to-let market is particularly vulnerable to 
large scale mortgage fraud whether through new-build apartment complexes or large scale renovation 
properties. Occasionally commercial properties will be involved.  

 
56. Fraudsters may use private sources of funding such as property clubs, especially when credit market 

conditions tighten. These lenders often have lower safeguards than institutional lenders, leaving them 
vulnerable to organized fraud. Property clubs can be targeted particularly in relation to overseas 
properties where the property either does not exist, or is a vacant piece of land, not a developed 
property. 

 
57. Sometimes fraud is achieved by selling the property between related private companies. The 

transactions will involve inflated values and will not be at arm’s length. Increasingly, offshore 
companies are used with the property sold several times within the group before approaching a lender 
for a mortgage at an inflated value. 

 
58. Firms that discover or suspect that a mortgage advance has already been improperly obtained should 

consider advising the mortgage lender.  
 
59. Firms acting in a connection with a re-mortgage who discover or suspect that a previous mortgage has 

been improperly obtained may need to advise the lender, especially if the re-mortgage is with the same 
lender. Consideration should also be given to making a disclosure to the FIA as the improperly 
obtained mortgage advance represents criminal property. 

 
60. If a client has made a deliberate misrepresentation on their mortgage application, it is likely that the 

crime/fraud exemption to legal professional privilege will apply (see Section 7 of this Handbook). This 
means that no waiver of confidentiality will be needed before a disclosure is made. However, such 
matters will need to be dealt with on a case by case basis. 

 
3.3.7 Company and commercial work        

 

61. The nature of company structures can make them attractive to money launderers because it is possible 
to obscure true ownership and protect assets for relatively little expense. For this reason, lawyers 
working with companies and in commercial transactions should remain alert throughout their retainers, 
with existing as well as new clients.  

 
62. A common operating method amongst serious organized criminals is the use of front companies. These 

are often used to disguise criminal proceeds as representing the legitimate profits of fictitious business 
activities. They can also help to make the transportation of suspicious cargoes appear as genuine goods 
being traded. More often than not, they are used to mask the identity of the true beneficial owners and 
the source of criminally obtained assets. Corporate vehicles are also frequently used to help commit tax 
fraud, facilitate bribery/corruption, shield assets from creditors, facilitate fraud generally or circumvent 
disclosure requirements.  

 
63. The lack of transparency concerning the ownership and control of corporate vehicles has proved to be 

a consistent problem for money laundering investigations. Corporations serving as directors and 
nominee directors can be used to conceal the identity of the natural persons who manage and control a 
corporate vehicle. 

 
64. Several international reports have highlighted the extent to which private limited companies, nominees, 

front companies, and special purpose vehicles have been used in laundering operations.  Case studies 
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submitted to the FATF have indicated the following common elements in the misuse of corporate 
vehicles: 

 

• multi-jurisdictional and/or complex structures of corporate entities and trusts; 

• foreign payments without a clear connection to the actual activities of the corporate entity; 

• use of offshore bank accounts without clear economic necessity; 

• use of nominees; and 

• tax, financial and legal advisers were generally involved in developing and establishing the 
structure.  In some case studies a lawyer was involved and specialised in providing illicit services 
for clients.  

65. The more of the above elements that exist, the greater the likelihood and the risk that the identity of the 
underlying beneficial owner may be able to remain unidentifiable. 

 
 

3.3.7.1 Shell corporations          

 

66. The shell corporation is a tool that appears to be widely used by criminals. Often purchased “off-the-
shelf” it remains a convenient vehicle for laundering money and form concealing the identity of the 
beneficial owner of the funds. The company records are often more difficult for law enforcement to 
access because they are held behind a veil of professional privilege or the professionals who run the 
company act on instructions remotely and anonymously.  

 
67. Shell companies are often used to receive deposits of cash which are then transferred to another 

jurisdiction, to facilitate false invoicing or to purchase real estate and other assets. They have also been 
used as the vehicle for the actual predicate offence of bankruptcy fraud on many occasions. 

 
3.3.7.2 Bearer shares          

  

68. Bearer shares confer rights of ownership to a company upon the physical holder of the share. They are 
commonly and legitimately used in a number of countries. However, the high level of anonymity that 
bearer shares offer provides opportunities for misuse where the identity of the shareholder is not 
recorded when the share is issued and transferred, ownership of the share is effectively anonymous.  

 
69. Such shares are open to two money laundering risks: 

 

• financial assets can be acquired without the purchaser being identified; and 

• the company owners and controllers may not be capable of being identified. 

 

70. To guard against misuse, a number of jurisdictions have dematerialized or immobilized bearer shares 
when they are registered in an effort to ensure that the identity of the beneficial owners can be verified. 
Dematerialisation is achieved by requiring registration upon transfer or requiring registration in order 
to vote or collect dividends. While physical transfer of bearer shares is possible, it is believed to be 
rare.  

 
3.3.7.3 Holding of funds          

 

71. Firms who choose to hold funds as stakeholder or escrow agent in commercial transactions should 
consider the checks to be made about the funds they intend to hold before the funds are received. 
Consideration should be given to conducting CDD measures on all those on whose behalf the funds are 
being held. 
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72. Particular consideration should be given to any proposal that funds are collected from a number of 

individuals whether for investment purposes or otherwise. This could lead to wide circulation of client 
account details and payments being received from unknown sources. 

 
3.3.7.4 Private equity          

 

73. Law firms could be involved in any of the following circumstances: 
 

• the start-up phase of a private equity business where individuals or companies seek to establish a 
private equity firm (and in certain cases, become authorised to conduct investment business); 

• the formation of a private equity fund; 

• ongoing legal issues relating to a private equity fund; or 

• execution of transactions on behalf of a member of a private equity firm’s group of companies (a 
private equity sponsor that will normally involve a vehicle company acting on its behalf (newco)). 

74. Generally private equity work will be considered to be low risk for money laundering or terrorist 
financing for the following reasons: 

• private equity firms are also covered by the AML/ATF Regulations  and similar legislation in 
equivalent jurisdictions; 

• investors are generally large institutions, some of which will also be regulated for money 
laundering purposes; 

• there are generally detailed due diligence processes followed prior to investors being accepted; 

• the investment is generally illiquid and the return of capital is unpredictable; and 

• the terms of the investment in the fund generally strictly control the transfer of interests and the 
return of funds to investors. 

 
75. Factors which may alter this risk assessment include: 
 

• where the private equity firm, fund manager or an investor is located in a jurisdiction which is not 
regulated for money laundering to a standard which is equivalent to the FATF recommendations; 

• where the investor is either an individual or an investment vehicle itself (a private equity of funds); 
and  

• where the private equity firm is seeking to raise funds for the first time or is approaching a large 
investor base. 
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4.  CLIENT DUE DILIGENCE (“CDD”) REQUIREMENTS  

 

4.1 OVERVIEW OF SECTION         

 

1. This section establishes the minimum CDD requirements of this Handbook and sets out a framework 
by which a firm is required to develop a risk-based approach to determining the type and extent of due 
diligence measures to apply to different types of clients, and services. For example, the type and extent 
of client identification and relationship information to collect, the nature of verification of information 
obtained and the level of client relationship monitoring activity. 

2. Identification and verification elements of CDD are addressed in Section 5 of this Handbook together 
with circumstances in which exceptions apply and simplified procedures might be applied to lower risk 
applicants for business. Ongoing monitoring and scrutiny of activity and transactions is described in 
Section 6 of this Handbook. Accordingly, this section should be read and understood in conjunction 
with Sections 5 and 6. 

3. The minimum CDD measures required by the Statutory and Regulatory Requirements of this 
Handbook involve: 

 

• identifying an applicant for business and verifying the applicant’s identity using reliable, 
independent source documents, data or information; 

• identifying the beneficial ownership and control of the applicant and taking reasonable measures to 
verify the identity of the beneficial owners and controllers such that a firm is satisfied that it knows 
who the beneficial owners and controllers are; 

• obtaining information on the purpose and intended nature of the business relationship; and 

• keeping the above information up to date, and monitoring activity and transaction undertaken 
throughout the course of a relationship to ensure that the activity or transaction being conducted is 
consistent with the firm’s knowledge of the client. 

4. Sound CDD measures are vital because they: 
 

• help to protect the firm and the integrity of the professional and financial sector in which it 
operates by reducing the likelihood of the business becoming a vehicle for, or a victim of, 
financial crime; 

• assist law enforcement, by providing available information on applicants for business, clients or 
activities and transactions being investigated – following a suspicious activity report to the FIA; 

• constitute an essential part of sound risk management e.g. by providing the basis for identifying, 
limiting and controlling risk; and 

• help to guard against identity fraud. 

5. The inadequacy or absence of satisfactory CDD measures can subject a law firm to serious client and 
counterparty risks, as well as reputational, operational, legal, regulatory and concentration risks, any of 
which can result in significant financial cost to the business. CDD information is also a vital tool for 
the MLRO and for fee earners and other employees when examining unusual or higher risk activity or 
transactions, in order to determine whether a suspicious activity report is appropriate.  

 
6. Throughout this section, references to an “applicant for business” or “applicant” relate to a prospective 

client, and references to a “client” relate to a person with whom a business relationship has been 
formed or an occasional transaction conducted. 

 
7. The individuals considered to be the beneficial owners and controllers for each applicant/client type is 

described in Section 5 of this Handbook. 




